JURISOCIAL

Journal of Social Sciences

Open Access ¢ Double-Blind Peer Reviewed

JURIbULlAL https://socialsciences.jurisocial.org/

JOURNAL OF SOCIAL SCIENCES

VOL.2, NO.1 - 2026 E-ISSN 3137-0519 P-ISSN 3137-0500

International Law and Transnational Cyber Operations:
Sovereignty, State Responsibility, Attribution and Use of Force
Muhammad Faizan Zahid’ Muhammad Yousaf Raza?

1 Glasgow Caledonian University, Scotland, United Kingdom: Email: muhammadfaizanzahid2000@gmail.com

https://orcid.org/0009-0005-7295-3059
2 Glasgow Caledonian University, Scotland, United Kingdom: Email: Tusafch47@gmail.com

ABSTRACT

Cross-border cyber operations raise a number of challenging legal questions, including sovereignty, non-
intervention, the prohibition on the use of force, self-defence, attribution and State responsibility. The basic
argument of this article is that existing international law does apply to State conduct in cyberspace,
although there is still significant disagreement on how particular rules and thresholds should operate in
practice. The present study uses a doctrinal and comparative approach, examining the UN Charter, the law
of State responsibility, relevant decisions of the International Court of Justice, UN cyber-process
documents, the Tallinn Manuals and the publicly stated positions of the United Kingdom, Australia, Canada,
India and Pakistan. The principal problem, therefore, is not the absence of law in cyberspace. And that it is
hard to apply existing rules to technically complicated and sometimes deliberately concealed operations.
The article distinguishes between three levels of analysis: the primary rules that determine the legality of
an operation, the secondary rules that govern attribution and legal consequences, and voluntary norms and
confidence-building measures that promote responsible behaviour without being binding law in
themselves. It suggests that significant adverse effects and interferences with inherently governmental
functions provide a better basis for a sovereignty analysis than either treating every remote intrusion as
unlawful or saying that sovereignty has no independent relevance. Coercion remains important for non-
intervention, whilst thresholds for use of force and armed attack should be carefully assessed looking at
scale and effects. The article also supports a cautious approach to attribution based on evidence and does
not consider due diligence as a general stand-alone cyber rule without adequate support in State practice
and opinio juris. The comparison indicates that States generally agree that existing international law
applies to cyberspace, but continue to differ on a number of important details. Instead of assuming that a
new comprehensive cyber treaty is immediately needed, the article therefore concentrates on clearer
national legal positions, better attribution procedures and practical implementation of existing rules.
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1. Introduction

States are now routinely using cyber operations for intelligence gathering, disruption, strategic
competition, and other purposes. Unlike traditional military or government activity, a cyber operation
can be conducted remotely, routed through other States and masked behind compromised computers
or networks. It is thus able to have an effect in another country without the operator being physically
present there. These features pose hard questions for an international legal system that has
traditionally dealt with territory and more visible forms of State conduct. It would be wrong, however,
to suggest that there is a total legal vacuum. The Charter of the United Nations, customary international
law and the law of State responsibility already contain rules which can apply to State conduct in
cyberspace. The more difficult question is how precisely to apply those rules where the technical facts
are complex and the evidence available may be incomplete.

The central problem of research is therefore the application and explanation of the existing law
and not the creation of an entirely new body of law. The 2013 and 2015 UN Groups of Governmental
Experts and the 2021 UN processes, as well as subsequent UN work, have recognised that existing
international law is applicable to State conduct involving information and communications
technologies. But this general agreement does not resolve all questions. It does not tell us exactly when
a remote intrusion is in violation of sovereignty, when a cyber operation constitutes coercive
intervention, what level of effects makes a use of force or an armed attack, or what evidence is sufficient
to attribute an operation to a State and take action in response. The present article thus attempts to
apply the existing rules without suggesting disputed academic arguments as if settled law.

The article distinguishes three methodological basic differences. It first distinguishes primary rules
from secondary rules of State responsibility and from voluntary norms concerning responsible State
behaviour. Second, it dissociates legal attribution from political attribution. Sometimes intelligence is
enough to allow a government to publicly blame another State, but that does not necessarily answer
every evidentiary question that would arise before a court or tribunal. Thirdly, public legal positions of
States are treated as evidence of State views and practice, but not as a matter of course as customary
international law. These distinctions are important because cyber policy documents often blend legal
rules with strategic policy and operational guidance.

The comparison of the United Kingdom, Australia, Canada, India and Pakistan is to see how these
States deal with the same legal questions. Relatively detailed material on international law and
cyberspace has been issued by the United Kingdom, Australia and Canada. India has also become more
public about its military cyber doctrine and Pakistan has released a national cyber-security policy and
a position on international law in cyberspace in 2023. This comparison does not mean that these
countries have the same legal systems, or that cooperation among certain states constitutes
international law. It therefore examines what each state has said in public, how unambiguous it has
been in expressing its position and the institutional context in which that position emerges.

Cyber incidents are good illustrations of the legal debate, but an incident alone does not make a
legal rule. Estonia in 2007, Stuxnet, WannaCry, NotPetya and SolarWinds demonstrate that the effects
of cyber operations range from espionage and disruption to physical damage and supply-chain
compromise. The public statements blaming specific States also demonstrate why political attribution
and legal responsibility should not be conflated. Hence these incidents are here used primarily as
illustrations rather than as proof of legally established state responsibility.

Where cyber operations impact journalists, personal data or civilian infrastructure, human rights,
data protection and cybercrime law might also be applicable. But they are not the main focus of this
article. The present study deals with the legal relationship between States: is a State’s conduct in
conformity with international law, can a State’s conduct be attributed to it and what are the
international legal consequences of such conduct if another State is injured by it?
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1.1 Research Question, Objectives, Scope and Method

The main research question is: How should existing international law regulate State sponsored
cyber operations impacting another State? The study aims at several objectives. It discusses the UN
understanding that existing international law applies in cyberspace; disentangles sovereignty from
non-intervention and from the prohibition on the use of force; considers attribution and State
responsibility; considers the uncertain position of due diligence. It explains the legal status of the Tallinn
Manuals; compares the public positions of five States; and develops a cautious way of applying existing
rules to cross border cyber operations. The research is doctrinal and comparative. Its main sources are
treaties, IC] judgements, ILC materials, UN reports, official national legal positions and selected official
policy documents, and relevant peer-reviewed scholarship. It does not purport to establish customary
international law by a statistical study of cyber incidents, nor does it use confidential operational
information.

The comparative part of the study works with five main criteria. These are: (1) whether the State
explicitly accepts that existing international law applies; (2) how it approaches sovereignty; (3) how it
explains non-intervention, the use of force and self-defence; (4) how it approaches attribution, State
responsibility and due diligence; and (5) how transparent its public legal position is and where that
position comes from institutionally. This comparison is thus more than a simple description of five
countries. But the method has its obvious limits. Public documents cannot prove classified State practice
and different wording does not necessarily mean that States hold different views on customary
international law.

2. International legal framework and the UN Consensus

The UN cyber process is a good first step. The 2013 GGE report noted that international law,
including the UN Charter, applies to State conduct in cyberspace. This was restated in the 2015 GGE,
which also cited the Charter and other established principles. The 2021 GGE report and the 2021 OEWG
process similarly treated existing international law as applicable while recognising the need for further
common understandings about how it should be applied (United Nations General Assembly, 2013, 2015,
2021a, 2021b). These developments constitute important evidence of broad intergovernmental
consensus, but do not by themselves resolve all contested questions of customary international law.

Developments following the 2021 UN processes are also relevant. The UN Global Mechanism on
developments in the area of ICTs within the framework of international security started its substantive
work in 2026. This reflects an increasing focus on implementation, capacity-building, national positions
and responsible State behaviour, rather than on the mere existence of an international legal framework
(United Nations Office for Disarmament Affairs, 2026). This development should not be taken to mean
that all legal differences have vanished. It is better seen as further evidence of the wide acceptance of
the applicability of international law by States, notwithstanding their continuing disagreements about
its detailed application.

The voluntary norms of responsible State behaviour should be differentiated from the binding
primary rules. The 2015 GGE and subsequent UN processes on critical infrastructure, harmful ICT
activity and cooperation, including issues related to CERTSs, developed expectations (United Nations
General Assembly, 2015, 2021a). Such norms may affect State expectations and diplomatic practice but
they do not have the same legal status as treaty obligations or rules of custom. A legal article should
therefore refer to the source of each proposition, instead of using the word 'norms’ as if it always means
binding law.

Confidence-building measures, contact points, information sharing and capacity-building can make
the existing framework more user-friendly in practice. They can support communication, decrease the
risk of misunderstanding and assist States in responding to incidents. But they do not in and of
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themselves create new Charter rights or obligations. They are of great practical importance. In this
respect, the emerging Global Mechanism is helpful as it provides States with a forum for the exchange
of views and the development of practical understandings, without presupposing that every new
practice is already customary international law.

3. Cyberspace Sovereignty

One of the most discussed issues in international cyber law is sovereignty. It is widely agreed that
sovereignty applies in cyberspace. However, there is no agreement among States and scholars on
whether territorial sovereignty is a separate rule prohibiting all non-consensual remote cyber
operations. Canada explicitly treats territorial sovereignty as a rule and references substantial harmful
effects, territorial integrity, and interference with or usurpation of inherently governmental functions
as relevant factors (Government of Canada, 2022). The United Kingdom adopted a different position in
its 2018 Attorney General statement, observing that it was not convinced that international law at
present contains a specific rule of sovereignty for cyberspace distinct from the rules that already exist,
including non-intervention (Wright, 2018).

This difference is not just academic. If one broadens the understanding of sovereignty, many forms
of remote intelligence or network activity could be seen as internationally wrongful. Under the
narrower approach, some operations may not fall within a clear legal category unless they meet the
higher thresholds of intervention or use of force. Thus, the article regards the Canadian position as
important State practice, but not as conclusive proof of customary law. Likewise the UK position is seen
as evidence that the disagreement continues, not proof that a rule of independent sovereignty cannot
exist. Indeed, recent scholarship has also shown that the problem remains unsolved (e.g., Corn & Jensen,
2018; Schmitt, 2022).

It is useful to adopt an effects and function approach to analyse the issue. The article offers this as
a proposed analytical framework, not a settled customary law. Significant harmful effects inside another
State, especially effects on essential services or territorial integrity, rather than very minor or
temporary access, is a stronger basis for a sovereignty claim. Interference with or usurpation of
inherently governmental functions could also be a strong basis. On the flip side, simple intelligence
collection is still controversial, and should not automatically be considered a violation of sovereignty
simply because it crosses a digital border.

Inherently governmental functions are particularly important because they tie cyber operations to
the traditional notion that a State has exclusive control over governmental activity within its territory.
Examples might include remote modification of official records, interference with election
administration, manipulation of law enforcement systems, or the performance of governmental acts
through the infrastructure of another State. The precise line between illegal government intrusion and
spying is still being debated. Thus, the article treats interference with governmental functions as a factor
in the sovereignty analysis, not a rule that answers every case.

Another difficult threshold question is created by persistent access and pre-positioning. A State
might be able to inflict immediate physical damage on a foreign network, but not want to do so because
it wants to collect intelligence, while still being able to cause serious disruption at a later time. There is
no bright line rule that every persistent presence is a use of force. Nor does the lack of immediate
damage alone settle the sovereignty issue. The actual effects, the government function involved, the
purpose of the operation and the legal context in which it takes place are better considerations. A latent
capability is not to be considered an armed attack per se.
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4. Non-Intervention

The customary rule of non-intervention safeguards a State’s freedom to decide in its domaine
réservé without coercive outside interference. The decision of the IC] in Nicaragua is still an important
authority on the role of coercion (Military and Paramilitary Activities in and against Nicaragua
(Nicaragua v. United States of America), 1986). So the key question in the cyber context is not whether
an operation had an impact on an important or sensitive system. The question is whether the operation
was intended to pressure or coerce the target State in an area in which it is entitled to decide for itself.

Thus, interference in elections, disruption of governmental decisionmaking and manipulation of
public authorities may raise non-intervention concerns where coercion can be proven. It's not enough
to be politically important. For instance, a cyber intrusion that merely acquires information, without
attempting to force a government to make a specific choice, might not be considered a violation of the
non-intervention rule, even if it is illegal on some other basis. In contrast, a more solid basis for
considering an intervention appears when a system is disabled or tampered with so as to achieve a
certain governmental or political result.

The key issue in this case is attribution and evidences. An intelligence assessment could be aided
by a piece of malware, a language clue or a link to technical infrastructure but no one indicator should
be automatically deemed to be legal proof of a State directing the operation. The analysis must
distinguish between the conduct of the State itself, conduct attributable to the State under the law of
State responsibility, and conduct by independent criminal or other non-State actors. Purpose, target,
timing and operational control can be all relevant. But the legal conclusion must be as strong as the
evidence available.

5. Prohibition of Force and Self-defence

Article 2(4) of the UN Charter prohibits the threat or use of force in the circumstances covered by
the Charter, while the inherent right of individual and collective self-defence is maintained by Article
51 if an armed attack occurs (Charter of the United Nations, 1945). Cyber operations therefore have to
be analysed under the existing jus ad bellum, and not through a separate cyber exception. The core
difficulty is in determining how the scale and effects of a cyber operation fit within the frameworks of
use of force and armed attack.

More persuasive State arguments focus on the effects of an operation, rather than simply on the
fact that the operation used computers. A cyber operation that causes death, physical destruction or
effects similar in gravity to a kinetic attack may constitute a use of force and, when sufficiently grave,
an armed attack. But a serious cyber intrusion does not automatically cross that threshold. The
difference is important, because Article 51 only allows for self-defence against an armed attack.

Lawful self-defence is also subject to the limits of necessity and proportionality. These are not
blanket permissions to retaliate because a state is angry or wants to send a political message. The
response must be defensive in nature and proportional to the armed attack. Thus, the legality of a
response cannot be determined by a simple comparison of the technical means used by the two sides.

Collective self-defence also prompts some further questions, including whether an armed attack
has in fact occurred and whether the victim State has requested or consented to assistance. Cooperation
between allies in cyberspace may be common in practice but the legal position still depends on the
Charter. A security partnership does not, in itself, give rise to a right to use force for the benefit of
another State. These limits are even more important if the identity of the attacker is not yet known.

The defence of necessity under the law of State responsibility should also be distinguished from
the necessity of self-defence. Article 25 of the ILC Articles is a narrow circumstance precluding wrongful
acts. In particular, it requires that the grave and imminent peril of an essential interest and the absence
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of other reasonable means of protecting that interest, respecting the interests protected by the
obligation in question. The exception is therefore not a blanket exception to cyber self-help, and should
not be used to bypass the separate requirements of attribution, proportionality and necessity which
apply to other legal responses.

6. Attribution and State Liability

The ILC Articles on Responsibility of States for Internationally Wrongful Acts are the main
secondary-law framework for these issues. Article 4 addresses the conduct of State organs. Article 8
deals with persons or groups acting on behalf of, or under the direction or control of, a State. Article 11
relates to conduct which a State subsequently accepts and adopts (International Law Commission,
2001). These rules must therefore be carefully applied to cyber operations involving proxies,
contractors or criminal groups. Technical assistance or political sponsorship must not be blindly
equated with legal attribution.

The distinction between political attribution and legal attribution is especially important in the
case of cyber incidents. Sometimes intelligence is used by a government to publicly blame another State,
when that intelligence cannot be made public for diplomatic, deterrent or sanctions reasons. But the
court or tribunal would have to apply the relevant legal rules to the evidence before it. The fact that a
judicial determination has not been made on an incident does not make a political attribution irrelevant,
but a political statement should not be presented as if it were a judicial finding.

Cyber evidence may pass through compromised third party systems and may also be deliberately
tampered with. Attribution should therefore be based on a combination of evidence and not on a single
technical indicator. Legal advisers should retain a record of the evidence on which they relied and
distinguish between the various levels of confidence and the final legal conclusion and indicate whether
the conduct is apparently that of a State organ, an instructed or controlled group or a private actor
whose conduct is not attributable. This is especially so where a proposed legal response depends on the
prior determination that another State has committed an internationally wrongful act.

Measures may be taken when another State has committed an internationally wrongful act, but the
conditions of the law of State responsibility apply. Articles 49-53 concern the purpose, scope and
conditions of the ILC Articles. Countermeasures should aim at inducing compliance, be proportionate,
respect obligations not affected by countermeasures and meet the procedural requirements of Article
52 subject to the recognised debates of urgency and notification (International Law Commission, 2001).
“While all cyber countermeasures must always be technically reversible” is not accurate. Reversibility
is an important aspect of the temporary nature of countermeasures.

Unlike retorsion, retorsion is unfriendly but lawful conduct and therefore does not require a prior
internationally wrongful act. This can be important in cyber situations where attribution is uncertain
or where a State wants to respond without having to rely on the legal consequences of State
responsibility. In some cases, sanctions, diplomatic measures, export controls and public attribution
may be used without having established all the elements required for a countermeasure or self-defence.

7. Due Diligence: Rule, Standard or Voluntary Norm?

Another is due diligence. The Corfu Channel is significant for the proposition that a State must not
knowingly permit its territory to be used for acts which infringe the rights of other States. (Corfu
Channel (United Kingdom v Albania) 1949). But there is no automatic implication that application of
that idea to cyberspace demonstrates the existence of one general cyber due-diligence obligation.
Whether cyber due diligence is to be considered a part of customary international law, a series of
primary obligations that would apply in particular instances, or simply a voluntary norm of responsible
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behaviour continues to be debated among scholars and States (Kenny, 2024; Moynihan, 2024; Coco &
de Souza Dias, 2023).

So instead of a universal cyber test of ‘knowledge plus feasibility’ it is better to take a more prudent
approach. Instead, due diligence should be measured against the particular primary obligation at hand,
what the State knew or ought to have known, the character of the activity, the capacity of the State, and
the preventive or responsive measures reasonably available. The UN norm on malicious ICT activity
emanating from a State’s territory should also be described as a voluntary norm, and not as a norm that
automatically becomes customary law, given the support of many States.

Notice from an affected State is legally and practically important but does not automatically trigger
a universally recognised 'diligence clock'. Whether a State has violated an obligation depends on the
relevant primary rule, the facts of the incident and the measures which were reasonably available. The
capacity of the territorial State is relevant but lack of capacity cannot necessarily answer every case.
The analysis should therefore steer clear of both strict liability and a treatment of due diligence as
merely aspirational.

The State affected by a cyber incident also has practical reasons to cooperate if it wants the
territorial State to take preventive action. Cooperation can be more effective if useful technical
indicators are shared, infrastructure that may be affected is identified when possible, and established
channels of communication are used. These steps are better understood as a matter of good-faith inter-
State cooperation than as legal conditions that must always be met before a due-diligence claim can be
made.

8. The Tallinn Manuals and the Status of Expert Restatements

The Tallinn Manual 2013 focused primarily on grave cyber operations and issues pertaining to
armed conflict. Tallinn Manual 2.0, published in 2017, expanded the discussion to peacetime issues such
as sovereignty, intervention, jurisdiction, State responsibility and human rights. In 2021, the CCDCOE
initiated the Tallinn Manual 3.0 project as a five-year revision and expansion project to reflect new State
practice and legal developments (NATO Cooperative Cyber Defence Center of Excellence, 2021-2026).
This is still an expert revision project, not a treaty-making process, as of September 2026.

The Tallinn Manuals are useful secondary sources, but are not themselves sources of international
law. Their proposals will therefore have to be tested against the provisions of the treaties, customary
international law, judicial decisions and State practice. Their value for this article lies primarily in
organising a specialised and technically difficult area of legal debate, and in showing where the experts
disagree. Nor should they be cited as if expert agreement automatically establishes opinio juris.

An example of this is the discussion on collective countermeasures. Some scholars and experts have
debated whether States other than the injured State are allowed to take countermeasures in response
to an internationally wrongful cyber operation. Therefore, there is no express provision in the ILC
Articles for a general right of collective countermeasures. The issue is controversial. Hence, a national
legal stance or a statement in the Tallinn Manual should be advanced as argument or interpretation and
not as established customary law.

The publication of Tallinn Manual 3.0 is especially opportune as State practice has evolved since
the publication of Tallinn Manual 2.0. The ultimate significance of it will depend on how sensitively the
project treats different State positions rather than on the authority of the experts who engage in it. The
project can help identify questions that require more detailed study for research purposes, including
espionage, sovereignty, due diligence, collective responses, Al-enabled operations and international
humanitarian law. The legal sources underpinning still have to be analysed separately.

The use of generative Al does not in itself create a new category of State responsibility. The usual
rules of attribution, primary responsibility and the UN Charter still apply, even if a State organ or other

7
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actor attributable to a State uses Al to carry out a cyber operation. However, artificial intelligence can
still change the factual and evidentiary picture through increased speed, scale and automation, and
through making human control more difficult to evaluate. What has to be done, therefore, is to apply
the existing legal rules with special attention to the new evidentiary problems that the technology
creates.

9. Relative national positions

9.1 United Kingdom

A 2018 statement by the Attorney General of the United Kingdom remains an important public
articulation of its position. It accepted the applicability of international law in cyberspace, considered
the principles of non-intervention and the Charter prohibition on force to be important rules, and
rejected the notion that current international law contains a separate cyber-specific rule on sovereignty.
It also accepted that cyber operations causing death and destruction on the scale of an armed attack
could trigger self-defence (Wright, 2018). This should be understood as the UK’s public position on the
legal issues and not as a statement of international law binding other States.

The UK example also demonstrates why domestic cyber powers and international legality should
not be confused. The National Cyber Force is an element of the domestic institutional architecture. But
whether a particular UK operation against another State is legal is a matter of international law. The
2025 National Security Strategy shows the continued importance attached to cyber capabilities and
hostile State activity, but is a strategy document, not a full statement of international cyber law (Cabinet
Office, 2025). Therefore it is used here mainly as background.

The public law position of the UK could also be further considered in light of developments in other
States since 2018, particularly in relation to sovereignty and attribution. This article does not presume
that the UK has changed its position because of other States publishing newer views. Instead, the 2018
statement is referred to as a clear illustration of one side of an ongoing legal dispute.

9.2 Australia

Australia has consistently supported the application of existing international law to the conduct of
States in cyberspace. Its public documents acknowledge the importance of the UN Charter, international
humanitarian law in armed conflict, State responsibility and the legal difficulties surrounding
sovereignty, attribution and jurisdiction (Australian Government, 2017, 2019). What makes these
materials valuable is that they illustrate how legal rules can be explored in relation to wider norms of
responsible conduct. But still the legal position should be kept apart between the two.

9.3 Canada

Canada's April 2022 statement highlights sovereignty especially. It explicitly recognises territorial
sovereignty as a rule and territorial integrity and interference with or usurpation of inherently
governmental functions as possible bases for a violation. It also adopts an effects-based approach which
considers the scope, scale, impact and severity of disruption. At the same time, Canada acknowledges
that some cyber espionage does not violate territorial sovereignty (Government of Canada, 2022). The
Canadian position is therefore useful to consider in an effects-and-function approach, but it remains a
national position and cannot be treated automatically as customary international law.

Canada also serves to demonstrate the difference between peacetime jus ad bellum and
international humanitarian law. It is framed publicly as a recognition of the relevance of IHL where an
armed conflict exists but [HL should not be used to normalise ordinary peacetime cyber operations or
to evade the separate Charter analysis. The Canadian material is thus of the greatest utility when these
distinct areas of law are kept separate.
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9.4 India

A significant development for the Indian material took place in 2025, when the Ministry of Defence
released the declassified Joint Doctrine for Cyberspace Operations. The doctrine states that cyberspace
operations can support military objectives and that they may be perceived as a response to hostile
action against national sovereignty, and not only to cyber-attacks (Ministry of Defence, Government of
India, 2025). This is useful evidence on military thinking, but it should not be seen as an official Indian
statement of customary international law or a substitute for a legal position issued by the foreign
ministry.

The Indian example thus exposes the need to disaggregate the military doctrine and international
legal positions. In this article the Joint Doctrine is used as evidence of military policy and emerging
operational thinking. The article avoids a conclusion on India’s legal position on sovereignty, force or
self-defence unless that position is based on more direct legal material. This is a more prudent approach
than to deduce legal conclusions from military terminology.

9.5 Pakistan

Pakistan has presented its 2023 position on the application of international law in cyberspace via
the UN process and adopted the National Cyber Security Policy 2021 (Government of Pakistan, 2021;
United Nations Office for Disarmament Affairs, 2023). These materials indicate that Pakistan recognises
the importance of existing international law and has developed a domestic policy framework for cyber
security. The 2021 policy defines a cyber-attack against Pakistani critical infrastructure as an act of
aggression against the national sovereignty and refers to appropriate response measures. But policy
language must not be conflated with the legal threshold for an armed attack under the Charter.

Pakistan’s public cyber framework has also continued to evolve in 2026. National CERT material
and government reporting National CERT Pakistan 2026: Work on Pakistan Information Security
Framework 2026 and 90 days cyber-security strategic action plan, including strengthening of federal
and provincial CERT arrangements. These developments are useful for implementation and
institutional capacity considerations, but do not, in themselves, establish Pakistan's detailed
international law position on sovereignty, intervention or Article 51. Pakistan’s public international law
position is therefore to be read vis-a-vis the domestic policy framework rather than instead of it.

The comparison with India is particularly pertinent as cyber incidents in the region can stoke
broader security and escalation concerns. A cyber hotline or other confidence-building measure would
not in itself make a new rule of international law. But it might help with incident notification and
clarification and crisis management. Its value would be practical: reducing uncertainty and promoting
good faith application of current rules.

10. Comparison Results and Analytical Framework

Table 1
Emphasis in national approaches to international law in cyberspace

Doctrine Australia Canada Pakistan/India

IL existing Yes; AG Wright 2018 & Yes; UN framework Yes; 2022 national Pakistan 2023 position;
later practice champion position India no detailed memo

Sovereigntyasa  Scepticism of stand- Sovereignty applies; Territorial sovereignty is  Pakistan accepts

rule alone rule for each effects-based analysis a rule; integrity + sovereignty; India silent
intrusion governmental functions  on details

Use of force / Scale and effects; no Scale and effects Full application of Full application of

Art. 51 cyber exceptionalism Charter Charter; emerging

operational doctrines
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Doctrine Australia Canada Pakistan/India

Attribution Political + legal; public Public attributions with ~ Public attributions in South Asian attributions
calling-out discretionary  Five Eyes partners selected cases politically fraught

Due diligence Acknowledged with Supported as part of Recognized as part of Discussed more as
caution regarding scope  responsible behavior sovereignty obligations capacity than claim

10.1 Thresholds and Legal Effect

The threshold ladder is kept since it provides a simple picture of the analytical structure proposed
in this article. But it does not mean that there are five fixed and universally accepted cyber thresholds
in customary international law. On the low end, the intelligence collection might be lawful, unlawful
under a different rule, or still legally challenged depending on the facts. Where the relevant legal
position recognises such a rule, a greater harmful effect or interference with governmental functions
may sustain a claim of sovereignty. Non-intervention may be engaged by coercive conduct. More serious
effects may reach the prohibition on the use of force, and only sufficiently serious armed attacks may
activate Article 51.

Table 2
Typical legal reactions by operation type and main rules

Operation Type Primary Rule Applied Typical Lawful Response

Passive intelligence collection Often described as unregulated or Defensive hardening; rarely public law
tolerated spying claims

Intrusion that disables civilian Sovereignty and/or due diligence; possible  Retorsion; possible countermeasures if

systems below force intervention attribution is established

Coercive election or police Non-intervention Countermeasures; public attribution;

interference sanctions

Similar destruction as kinetic strike  Art. 2(4) use of force countermeasures or self-defence if armed

attack threshold met

Campaign leading to death or Armed attack, art. 51 Self-defence, necessity and proportionality
equivalent destruction

Table 2 should also be seen as an analytical framework and not as a list of responses that are
automatically lawful. The level of attribution required will depend on the legal response being
considered. Countermeasures must be preceded by an internationally wrongful act attributable to the
State against which they are directed. Self-defence requires an armed attack. Necessity and
proportionality. Retorsion involves no prior wrongful act. International humanitarian law applies if the
criteria for an armed conflict are met, but it usually does not authorise disruptive cyber operations in
peacetime.

10.2 Critical Infrastructure, Third States and Private Actors

Publishing national legal positions might reduce uncertainty but publication alone does not make
international law. Its main value is that it allows other States, courts and scholars to see and evaluate
the State's interpretation. The article therefore contends that States should publish their positions on
sovereignty, non-intervention, the use of force, self-defence, attribution, countermeasures and due
diligence where security considerations permit. It would also be useful if such documents clearly state
if a specific position is based on a treaty, on customary international law, on an interpretation of existing
rules, or on a policy preference.

10
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11. Conclusion

The conclusion is qualified by the analysis. Existing international law already applies to State
behaviour in cyberspace, but there is still disagreement about precise thresholds and types of evidence
required in particular cases. The UN process provides a strong intergovernmental basis for arguing that
cyberspace does not exist outside the UN Charter or the general law of State responsibility (United
Nations General Assembly, 2013, 2015, 2021a, 2021b). The harder questions are how sovereignty,
intervention, force, self-defence, attribution and preventive obligations work out in the case of an actual
cyber incident.

The article’s main analytical contribution is an effects-and-function approach to sovereignty and a
clear distinction between primary rules, secondary rules and voluntary norms. The article does not say
that this is already customary international law. Rather, it is offered as a pragmatic doctrinal approach
to the analysis of contested operations within the limits of the data available. More extensive
sovereignty analysis than minor access issues is required when major adverse effects and interference
with governmental authority occur. Non-intervention is founded on coercion, and force or armed attack
should be assessed in terms of gravity and effects, and political attribution should be distinguished from
legal attribution.

Due diligence requires special care. The Corfu Channel is still relevant, but there is still no
consensus in the literature as to whether a general rule of cyber due diligence has emerged as
customary international law. A prudent approach is to examine the specific primary obligation, what
the State knew, its capacity and the measures that were reasonably available instead of announcing one
universal cyber standard (Kenny, 2024; Moynihan, 2024; Coco & de Souza Dias, 2023).
Countermeasures are only possible in case of satisfaction of the requirements of State responsibility.
Retorsion might be of relevance if the conduct is unfriendly but lawful. Self-defence is still an
exceptional response to an armed attack and is subject to necessity and proportionality.

The comparison also shows that the United Kingdom, Australia, Canada, India and Pakistan have
provided different types and levels of public material on their approaches to cyberspace. Canada has
published a detailed position on sovereignty, the UK presents an important counter-point, Australia has
laid out a broad legal framework, India has made public its military cyber-doctrine and Pakistan has
coupled a 2023 international-law position with a domestic cyber-security policy framework. The
existence of similar ideas in a number of documents should not be made a universal legal rule for any
of those materials.

For now, the most practical improvement would be a more disciplined use of the law already on
the books. This includes more precise communication after incidents, clearer national legal positions,
better attribution procedures and a careful differentiation between binding legal obligations and
voluntary norms. A comprehensive new treaty could be useful if States were eventually to agree on rules
sufficiently specific, but the evidence discussed here does not support treating a new treaty as a
necessary condition for the regulation of cyber operations. Now the task is to apply the law as it stands
with care and not to claim more than the evidence will bear.

Thus the research questions can be answered as below. Cross-border cyber operations are
governed by existing international law, including the UN Charter, customary rules and the law of State
responsibility. Sovereignty is not a given in every case, it is contested and should be understood as a
function of the effects of the operation and any disruption to government functions. Non-intervention
is based upon force. The thresholds of use-of-force and armed attack are dependent on the gravity and
effects of operation. Attribution is a precondition to resort to legal responses based on a previous
internationally wrongful act. Finally, due diligence should be approached carefully, as its precise
customary status in cyberspace remains contested. The conclusions drawn are the basis for further
research on State practice and comparative law.
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